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Agenda

• Mobile apps: categories of apps and age-restriction

• Child development and maturity: are children ready for social media and 

over-aged apps?

• Monitoring apps: mobile apps to be aware of, emerging technology, 

restriction and configuration of devices

• WhatsApp: what parents and carers need to know, risks and advice

• School Health Research Network (SHRN): Digital and social media 

concerns for primary-aged children

• Reporting and Removal: tools to share with children

• How can families support children: Family Agreement



www.bridgend.gov.ukwww.bridgend.gov.uk

Objective

Make parents and carers aware of the online risks posed by social media 

in-appropriate (and over-aged) mobile apps.

Intended outcomes

Parents and carers are provided with a better understanding in respect of:

• the types of mobile apps children are using;

• mobile apps to be aware of and those that pose risks;

• mobile app age-restriction settings;

• encouraging thinking – are children ready for social media and over-

aged apps;

• encouraging thinking around the use of WhatsApp;

• the concerns for Bridgend children who are engaged in in-appropriate 

online behaviour; and 

• how to report and remove harmful content.

• family agreement to build trust and promote online good habits
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Mobile app categories and mobile 

app age-restriction
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Mobile app categories

Lifestyle Apps enhance daily life through apps focused on health, fitness, travel, finance, 

and hobbies, streamlining and improving various lifestyle aspects.

Social Media Apps connect, share, and communicate virtually, fostering online 

communities and relationships through platforms for updates and conversations.

Utility Apps provide practical tools for specific tasks, offering efficiency and convenience in 

areas such as calculators, weather updates, torches and QR code scanners.

Games/Entertainment Apps provide interactive and enjoyable content for leisure, 

including video games, multimedia streaming, and other forms of digital entertainment.

Productivity Apps boost efficiency and organisation with tools for note-taking, project 

management, document editing, and time tracking in both personal and professional 

contexts.

News/Information Apps deliver up-to-date content, including news articles and videos, 

offering a digital source for staying informed and customisable content preferences.

Educational Apps are designed to facilitate learning and skill development in various 

subjects and disciplines. These apps often provide interactive lessons, quizzes, and 

resources, catering to users of different ages and levels of expertise



www.bridgend.gov.ukwww.bridgend.gov.uk

Mobile app categories

We (as parents and carers) must be mindful of and understand that Lifestyle 

Apps, Social Media Apps, Games & Entertainment Apps, News & 

Information Apps will be those that can be potentially dangerous for children. 

These category of apps will expose children to:

• inappropriate content; 

• compromise their privacy;

• lead to excessive screen time;

• learned-bad habits; 

• connect children with strangers (including other children, older children 

and adults); and 

• provide features that can be used for cyberbullying.

It is critically important that children are using age-appropriate mobile apps, 

those that are suitable for their development and maturity.
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Mobile app age restriction – Why are there age limits imposed on mobile apps?

https://www.ceopeducation.co.uk/pare

nts/articles/is-my-child-ready-for-

social-media 

The primary reason – age 

requirements are there because of 

data protection laws.  

Online services are not allowed to 

collect or store children’s personal 

information, if they are under the 

age of 13 without parental consent.

Data protection laws also say that 

only children aged 13 and over can 

sign up to some online services 

without parental permission.  

https://www.ceopeducation.co.uk/parents/articles/is-my-child-ready-for-social-media
https://www.ceopeducation.co.uk/parents/articles/is-my-child-ready-for-social-media
https://www.ceopeducation.co.uk/parents/articles/is-my-child-ready-for-social-media
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Age Restriction: consequences of age falsifying

• algorithms deliver age-related content and online content can be 

inappropriate;

• online platforms can absolve themselves of responsibility for users falsifying 

age or fraudulent sign up of apps;

• younger users are subject to cyberbullying and online harassment (and often 

do not recognise it);

• the permanence of the decisions young people make on social media (digital 

footprint, damaging future prospects/opportunities);

• unrealistic expectations (for things that are seen, read, heard, experienced);

• development of addiction and unhealthy lifestyle (FOMO);

• underage communication with older users and strangers; and

• younger users are more likely to give away personal details.
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Development and maturity
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Development and maturity – is your child ready?

Here are some things to think about, with your child, when making the decision to allow 

them to use mobile apps and social media.

What are their social skills like? 

• Children who struggle with social interaction offline, may find online friendships 

difficult. 

• Online interactions have few visual cues, so it can be difficult to tell if something is 

inappropriate. 

• Children who struggle with self-regulation or peer pressure, and boundaries of what 

is acceptable behaviour may not be ready for social media.

How do they deal with negative experiences? 

• Children will see or experience things they don't want to on social media, including 

embarrassing pictures, mean comments, inappropriate content, pornography, self-

harm, risk-taking (copy-cat), disturbing news and influential behaviour. 

• How will they deal with these negative experiences? Can your child critically 

evaluate what they see and take a safe course of action?
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Will they come to you if they need help? 

• Can you come to an agreement with your child about mobile apps use – 

screen time, type of content, age-appropriate only, supervised use of over-

aged apps (YouTube), device location at night, what does unsupervised 

device time look like?

• Can you supervise and monitor their online activity – in person or remotely 

(with monitoring apps and restrictions)? 

• Can they come to you if they are ever worried about something they have 

experienced on social media? 

• What trust protocols are in place for reporting?

Report remove in a blue text bubble

https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
https://reportharmfulcontent.com/report/
https://www.ceop.police.uk/ceop-reporting/
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Development and maturity – are we (parents) ready?

Here are some things to think about, with your child, when making the decision to allow 

them to use mobile apps and social media.

Find out about the social media site or mobile app.

 

• Before you or your child sign up to a social media account, make sure you check it 

out, including the age requirements, and are you aware of any potential risks? 

• Research the mobile app – use ‘App Guide For Families’ (See Roblox)

https://hwb.gov.wales/keeping-safe-online/in-the-know/ 

Take time to be proactive. 

• Be prepared to spend time with your child online.  

• The safest way to introduce them to social media, is to find a site or app you can use 

together. 

• Build trust by being online with your child, take an interest in what they are 

experiencing and how they behave when engaged.

https://hwb.gov.wales/keeping-safe-online/in-the-know/
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Get to know your child’s friends, both online and offline. 

• Be sure you know who they are digitally interacting with online. 

• Be ready to reinforce any rules or boundaries when needed and communicate with 

other parents within those online friendship groups.

Be a great role model. 

• Children learn from those around them, so what you do on mobile apps and social 

media will influence their online behaviour. 

• Make sure your social media accounts are a good example to your child by taking 

some time to check your friendships, privacy settings and the things you have 

posted. 

• Set examples for your child with your own screen time use.

• Set examples for behaviour – you could ask your child’s permission to post pictures 

of them on your account, to encourage them to do the same with others.

Understand monitoring and restriction technology.

• Can you maximise software restriction settings on a device? 

• Can you impose age-appropriate app download settings, restrict in-app content, set 

screen time limits, link your device and accounts to your child’s device and accounts?
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Mobile apps to be aware of
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App guides for families – https://hwb.gov.wales/keeping-safe-online/in-the-know/ 

https://hwb.gov.wales/keeping-safe-online/in-the-know/
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Vault apps 

Secret vault apps allow hidden storage of photos, videos, browsers and galleries 

away from the ‘front screen’ of a device (or smart phone).  

The apps can be used to hide online activity.

Watch: Calculator% Photo App - Social Media Safety Guide

https://www.youtube.com/watch?v=mHdzTeOWSbg
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https://www.commonsensemedia.org/app-reviews/confide 

https://www.commonsensemedia.org/app-reviews/confide


www.bridgend.gov.ukwww.bridgend.gov.ukwww.bridgend.gov.uk

What parents and carers need to know
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WhatsApp – Should young children be using WhatsApp?

Child safety on WhatsApp

WhatsApp says the minimum age to use it is 13+, but younger children can still 

download it and use it with ease. 

What’s the problem?

• There’s a risk of bullying, particularly in group chats; 

• There’s a risk of seeing content of a sexual nature, or showing violence and 

hatred; 

• There’s a threat to safety if your child shares their live location, particularly 

with people they don’t know in person; 

• They may receive spam or hoax messages; 

• In group chats, any users who aren’t in your child’s contacts can see 

messages they post in the group, and your child will be able to see 

messages they post;

• Children can be added and removed as a form of exclusion and bullying; and 

• Schools are dealing with incidents that happen outside of school time.

• Young children are not developmentally ready for unmonitored and 

unrestricted social media.
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The risks
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UK Online Safety Bill and The Office of Communications (Ofcom) regulator

• Latest research[1] shows that the average age at which children first see online 

pornography is 13; 

• A quarter come across it by age 11 (27%);

• One in ten as young as 9 (10%);

• Nearly 8 in 10 youngsters (79%) have encounter violent pornography depicting 

coercive, degrading or pain-inducing sex acts before turning 18;

• Under the Online Safety Act (passed 2023) social media must filter content by 

means of 'age assurance' – through age verification and age estimation;

• UK Online Safety Bill Will Mandate Dangerous Age Verification for Much of the 

internet;

• Future tighter legal controls will be introduced – self-declaration of age is no 

longer good enough;
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https://www.onlinesafetyall

iance.org/wordpress/wp-

content/uploads/2018/11/

whatsapp.pdf 

https://www.onlinesafetyalliance.or

g/whatsapp-should-parents-be-

concerned/ 

https://www.ofcom.org.uk/news-

centre/2023/implementing-the-

online-safety-act-protecting-

children 

https://www.onlinesafetyalliance.org/wordpress/wp-content/uploads/2018/11/whatsapp.pdf
https://www.onlinesafetyalliance.org/wordpress/wp-content/uploads/2018/11/whatsapp.pdf
https://www.onlinesafetyalliance.org/wordpress/wp-content/uploads/2018/11/whatsapp.pdf
https://www.onlinesafetyalliance.org/wordpress/wp-content/uploads/2018/11/whatsapp.pdf
https://www.onlinesafetyalliance.org/whatsapp-should-parents-be-concerned/
https://www.onlinesafetyalliance.org/whatsapp-should-parents-be-concerned/
https://www.onlinesafetyalliance.org/whatsapp-should-parents-be-concerned/
https://www.ofcom.org.uk/news-centre/2023/implementing-the-online-safety-act-protecting-children
https://www.ofcom.org.uk/news-centre/2023/implementing-the-online-safety-act-protecting-children
https://www.ofcom.org.uk/news-centre/2023/implementing-the-online-safety-act-protecting-children
https://www.ofcom.org.uk/news-centre/2023/implementing-the-online-safety-act-protecting-children
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School Health Research Network 

(SHRN)

Digital and social media concerns for 

primary-aged children
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School Health Research Network (SHRN)

• Partnership: A collaboration between Cardiff University, Welsh Government, 

and Public Health Wales.

• Purpose: To improve the health and well-being of young people through 

school-based research.

• Scope: Includes all maintained secondary schools and many primary 

schools in Wales.

• Key Activity: Conducts the Student Health and Well-being (SHW) survey 

every two years.

• Focus Areas: Mental health, physical activity, nutrition, substance use, 

sexual health, and social relationships.

• Impact: Data informs national policies and supports schools in health and 

curriculum improvement planning.
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Social Media and Well-being: Exploring SHRN Data to Better Understand 

the Digital Lives of Children and Young People
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Primary School Survey

Scores above ‘1’ suggest a positive association for emotional and behavioural 

difficulties (that is,. poorer outcomes)
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Comparisons between primary and secondary learners

• Social media use is negatively associated with mental health among both secondary 

(11–16) and primary school (7–11) students.

• Online communication is positively associated with mental health:

o Friend interactions benefit secondary school students.

o Family interactions benefit primary school students.

• The negative impact of social media on mental health is stronger for girls than boys in 

both primary and secondary school students.

Possible Actions

• Strengthen digital literacy: Educate students to engage in positive and supportive 

online interactions, promote responsible social media use, and encourage critical 

thinking about online content.

• Encourage offline socialisation: Perceived social support offline is negatively 

associated with social media addiction.

• Support for girls’ mental health: Implement gender-sensitive mental health initiatives 

and counselling services to address the stronger negative impact on girls.
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Primary school children’s recommendations to schools and families

In summary: 

Children perceive support from teachers/parents = role models can help them 

combat screen time addiction, online behaviours and reduction in social media use.
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How can families support children?
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Think critically and question:

• What apps is your child using? 

• Are the apps suitable for your child (age and developmentally)? 

• What is your child doing in the apps? 

• What is your child seeing and experiencing inside the apps? 

• Who is your child communicating with? 

• Why does your child want to be online? 

• How much screen time is beneficial to your child’s health and wellbeing?

• Monitor and build trust, but always maintain a healthy suspicion!

Hwb Keeping safe online

The latest news, guidance, resources and training to help you, your school and 

your family stay safe, secure and smart online.

App guides for families 

https://hwb.gov.wales/keeping-safe-online/in-the-know/

https://hwb.gov.wales/keeping-safe-online/in-the-know/
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Final thoughts… (critical thinking…)

What are the consequences for Adam?
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For further support contact: 

Mat Jones

Swyddog Arweiniol Digidol (Cymorth Ysgol)

Digital Lead Officer (School Support)

Y Gyfarwyddiaeth Addysg, Blynyddoedd Cynnar a Phobl Ifanc

Education, Early Years and Young People Directorate

Cyngor Bwrdeistref Sirol Pen-y-bont ar Ogwr

Bridgend County Borough Council

Email: mathew.jones@bridgend.gov.uk 

Website: www.bridgend.gov.uk

Phone: (01656) 643558

Please scan to provide 

learning event feedback

mailto:mathew.jones@bridgend.gov.uk
http://www.bridgend.gov.uk/
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